Module 6 - Tuan 3 - MLOps Monitoring véi
Prometheus & Grafana
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Ngay 21 thang 11 nam 2025

1 MG dau: Khi md hinh budc vao thé gidi that

Trong moi trudng nghién citu, mo6 hinh Machine Learning (ML) thudng hoat dong rat tét: dit liéu sach,
phan phéi 6n dinh, khong bi nhiu, tai nguyén tinh toan doi ddo. Tuy nhién, khi mé hinh duge deploy
vao moi trudng thuc té, moi gid dinh nay bat dau “vd vun”:

« Latency ting bat thudng, ngudi diing phai chs lau.

« Tai nguyén CPU, GPU, RAM bi bdp nghet khi c6 nhiéu request.

o Dit liéu dau vao (dnh, text, tin hi¢u) thay do6i theo thsi gian = data drift.
o Moi quan hé gitta dau vao va dau ra thay déi = concept drift.

« Hé théng thinh thoang tra vé 18i, nhung khong ai biét tai sao.

Néu khoéng c6 monitoring va logging, ta gan nhu “di dém ma khong c6 deén”: khéng biét mo hinh
dang hoat déng ra sao, khong phéat hién dude su suy gidm hiéu ning, cling khong thé giai thich dugc
nhitng 16i bat thuong.

Mot vi du rat dsi thuc cé thé thiy 16 trong cic hé thdng thi gidc may tinh 1. Vao ban ngay, khi
anh sang day da va hinh anh sic nét, m6 hinh YOLO11 hoat dong gan nhu hoan hio: né nhan dién
ding ngudi, ding vat thé, va dua ra bounding box chinh x4c. Tuy nhién, chi can diéu kién 4nh sang
gidm nhe — ching han 4nh dugc chup vao budi chiéu tbi hodc trong moéi trudng thiéu sing — mo hinh
bat dau gip kho khian. YOLO11 cé thé bé sét ngusi trong anh, nhan nham ddi tugng, hoic tham chi
khong tao ra bat ky bounding box nao.

Diéu quan trong & day khong phai 13 mé hinh “trd nén té di”, ma la dit liéu dau vao da thay
d6i. Anh séng gidm lam brightness thip hon, noise ting 1én, do sic nét ctia dnh gidm, va ddi khi hinh
con bi che khuat (occluded). Tt ca nhitng yéu t6 nay déu khién mo hinh khong con lam viéc trong diéu
kién gidng nhu lic dugc huan luyén.

Mot hé théng ML t6t phai theo déi duge nhitng thay ddi nay. N6 phéi ¢6 khd ning canh bio khi
brightness trung binh ctia 4anh dau vao giam bat thudng, khi noise tang lén, khi ty 1& &nh md vugt qué
ngudng, hodc khi nhiéu anh bi che khuat khién mé hinh khé nhén dién. Nhitng tin hiéu dé cho phép
nhém van hanh hiéu rang van dé khéng ndm & mo hinh, ma nam & di liéu.



Al VIETNAM aivietnam.edu.vn

AI VIETNAM

All-in-One Course Int]’()duction

(TA Session)

% Getting Started

: ¥

ML model

20/11/25 11

Hinh 1: Vi du theo doi dit liéu sau khi md hinh deploy

Néu khong cé tracking, ching ta hoan toan khéng biét vi sao hiéu suidt mo hinh suy
giam.

Do d6, trong MLOps, sau khi trién khai mo6 hinh (deployment), budc tiép theo Iuén luon 1a thiét
lap mot hé théng gidm sat bai ban.

2 Thuc hanh Monitoring c6t 16i trong MLOps
2.1 Tam quan trong ctia Monitoring
Phat hién s6m van dé
Monitoring cho phép phat hién sém:
e Suy gidm hiéu nang mo hinh (accuracy, F1, AUC, ...).
o L&i pipeline dit lisu (ETL héng, dit liéu thiéu cot, kiéu di licu sai).
o L&i ha tang (hét RAM, day 6 dia, timeout, 16i mang).
Cang phat hién sém, ta cang gidm dudc i ro 4nh huéng dén ngudi dimg va chi phi sita 16i.

Theo doi st dung tai nguyén

Céc chi s6 nhu CPU, GPU, RAM, disk I/O cho biét hé théng c6 dang vAn hanh hiéu qud hay khong.
Dua vao dé, ta cé thé:

o Quyét dinh scale up (m&y manh hon) hay scale out (thém instance).

« Tbi uu code, gidm lang phi tai nguyén.
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Phat hién Data Drift

Khi phan phdi dit liéu dau vao thay ddi, mé hinh d& bi gidm chinh xdc. Monitoring gitip:
 So sdnh phan phdi dit litu mdéi véi dit lieu huan luyén.
e Dua ra cdnh bdo khi drift vugt ngudng.

e Quyét dinh thdi diém can retrain mo hinh.

Gitt dugc tinh giai thich (Explainability)

Trong nhiéu nganh nhu tai chinh, y té, bao hiém, mo hinh phai “giai thich dugc” (tai sao tit chdi khoan
vay, tai sao ggi ¥ phéc do diéu tri, ..). Monitoring gitip ddm bao:

« M5 hinh khéng tréi dan sang hanh vi khé giai thich.

e Ta c6 log va metrics dé truy vét quyét dinh cia mo hinh theo thoi gian.

2.2 Céc nguyén tic cia mdt hé Monitoring t6t
Functional Monitoring
Tap trung vao hiéu nang chitc nang ctia mo6 hinh:
o Accuracy, Precision, Recall, F1, ROC-AUC (cho classification).
« MAE, MSE, RMSE, R? (cho regression).
o Top—-K accuracy, BLEU, ROUGE, ...(cho NLP, recommender, v.v.).
Nhitng chi s6 nay can dugc theo doi theo thdi gian, theo phién ban mé hinh, hoic theo phan khiic
ngudci dung.
Operational Monitoring
Tap trung vao sitc khoé hé théng:
o Throughput (s6 request/giay).
o Latency (95th, 99th percentile).
o Error rate (i 1é 4xx, 5xx).
« Uptime, s6 instance dang hoat dong.

Functional t&6t nhung Operational té& = ngudi ding van c6 trai nghiém xau.

Scalable Integration

Khi hé théng ML md rong (nhiéu model, nhiéu service, nhiéu vung dia 1y), hé thong monitoring ciing
phai scale theo:

« HO6 trg nhiéu data source.
e Ganh dugc lugng metrics 16n.

« Dé b sung thém dashboard, alert, service méi.
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Tracking & Luu trit chi sb

Can luu trit metrics mot cch cé cau tric (thudng 1 time-series database):
o DEé so sdnh theo thoi gian (trudc/sau deploy, theo mua vu).
o D@ phéan tich sdu (vi du: join v6i log, véi dit liéu business).

Alerting

Mot hé monitoring t6t khong chi hién thi, ma con phai bdo dong:
e Gui email, Slack, Teams, PagerDuty khi metric vugt ngudng.

« Cho phép dinh nghia nguéng theo phan tram, theo quantile, theo rate of change.

3 Céc nhém Metrics quan trong can theo doi

3.1 Server Metrics

D4y 13 16p thap nhat, ddm béo ha tang chay on.
« CPU/GPU Utilization: néu luén & 95-100%, cé thé can scale.
e Memory Usage: néu gan cham tran, dé bi OOM (out of memory).
« Disk I/O & Storage: doc/ghi cham, 6 day, log khong ghi dugc.

Availability (Uptime): ti 1¢ thdi gian service san sang.

o Latency: thoi gian xit I§ moi request, dic biét 1a latency ctia buéce inference mé hinh.

« Throughput: s6 request/gidy, ding dé kiém tra kha ning chiu tai.

3.2 Input Data Metrics

bPédm bado mo hinh nhéan dang “chat liéu” dau vao.

« Phién ban mé hinh (Model Version): can log ré request dang dung version nao dé so sanh
hiéu nang.

« Data Drift: so sénh phan phdi ctia dit liéu online véi dit liéu train.

« Outlier Detection: phat hi¢n diém di biét (qua 16n, qua nho, gia tri chua ting thiy).
« Ti 1& missing: s6 lugng gid tri null/NaN, ti 1& field thiéu.

Vi du véi anh:

o Brightness trung binh.

e Do tuong phan.

e Tilé &nh bi blur.
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3.3 ML Model Metrics

Phan nay do chit lugng dy doan.

Classification

e Accuracy, Precision, Recall, F1.
« ROC-AUC, PR-AUC.
o Confusion matrix theo thoi gian.
Regression
« MAE, MSE, RMSE, R?.
e So sanh phan phoi Yirue VA Ypred-
Prediction Monitoring & Prediction Drift
Ngoai input drift, ta con phai theo doi:
o« Phan phdi ctia dy dodn (prediction distribution).
o Tilé 16p (class proportion) trong du doén.
« Tin suit mo hinh tra vé “null” hodc “khong chac chan”.

Khi phan phéi du dodn thay déi manh theo thdsi gian = prediction drift.

4 Drift trong Machine Learning

Drift 14 thay d6i theo thoi gian trong dit liéu, du doan hoiic méi quan hé gitta dau vao va dau ra. Day
12 nguyén nhan 16n khién mo hinh suy gidm sau khi deploy.

4.1 Data Drift
Data Drift x4y ra khi phan phéi théng ké ciia dit liéu dau vao thay déi so v6i ltc hudn luyén. Vi du:
 Trang phuc, 4nh sang, béi canh trong d4nh camera an ninh thay déi theo mua.
« Hanh vi khich hang online thay ddi trong dip 1&, Tét.
« Ngon ngit, tit léng méi xuat hién trong ng dung chat.
Céch x1t 1y:
e Theo dbi phan phdi (histogram, quantile, mean, variance, ...).
« Dung kiém dinh théng ké (KS-test, chi-square, ...).

o Khi drift vugt ngudng = retrain md hinh véi di liéu méi.
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4.2 Prediction Drift

Prediction Drift 14 thay ddi trong du dodn ciia m6 hinh theo thdi gian, dit input khong thay déi qué
nhiéu.
Vi du:

e Ti1¢ m6 hinh chdm “rii ro cao” cho khich vay dot ngot tang.

o Tilé model dé xudt mdt nhém san pham nao dé ting bat thudng.
Ta c6 thé phat hién bang céch:

o Theo doi Accuracy/Precision/Recall theo thoi gian.

e Theo dbi phan phdi 16p du doén (class proportion).

4.3 Concept Drift

Concept Drift x4y ra khi méi quan hé X — y thay ddi. Khéac véi data drift (thay déi phan phdi X),
concept drift 13 thay ddi bdan chat khdi niém.
Vi du:

« M5 hinh du bdo gia nha dugc train trude Covid; sau Covid, hanh vi v gid nha thay déi.
e M5 hinh chan doan bénh dua trén guideline cii; guideline y khoa méi dugce cip nhat.
Xit Iy concept drift thudng khé hon, can:

e Retrain dinh ky.

o Sit dung cdc mo hinh thich nghi online (online learning, adaptive algorithms).

« Thiét 1ap co ché tu dong kich hoat retrain khi nghi ngd drift.

5 Prometheus & Grafana: B6 déi kinh dién trong Monitoring

Phan nay két hop ndi dung tir slide AI Vietnam va bai viét “Prometheus & Grafana”,

5.1 Prometheus la gi?

Prometheus 1 bo toolkit monitoring & alerting ma nguon md, chuyén thu thap va Iuu trit metrics
dang time series. Dic diém:

o MBb hinh dit liéu da chiéu (metric name + cip nhan key/value).
« Luu trit cuc bo, khéng phu thudc hé théng phan tan.
« Thu thép metrics theo co ché pull: Prometheus di “scrape” endpoint /metrics.

« (C6 ngodn ngit truy van manh mé PromQL.
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5.2 Grafana la gi?

Grafana 13 nén tang quan sat & tryc quan héa méa nguoén md, chuyén ding dé:
e Tao dashboard dep.
« Hién thi biéu d6, bang, gauge, heatmap, ...
o Dat canh bdo (alert) dua trén metrics.

« Két ndi nhiéu nguon dit litu: Prometheus, Loki, Elastic, SQL, ...

Prometheus thu thap & luu metrics; Grafana hién thi & truc quan héa. Pay 13 1y do hai cong cu
thuong di cung nhau.
5.3 Vi sao dung Prometheus & Grafana cho MLOps?

« Real-time monitoring: theo doéi latency, throughput, error rate, drift score, ..theo thoi gian
thue.

« Insight sau: c6 thé dao sau ting service, ting mé hinh, timg phién ban model.
« Scalability: thiét ké cho hé théng 16n, nhiéu microservice.

e Debug nhanh: dashboard triuc quan gitip khoanh viing 16i nhanh hon.

6 Huéng din st dung Prometheus & Grafana cho MLOps

Phan nay dua trén muc “Using Prometheus & Grafana” trong bai gbc, dugce chuyén sang LaTeX va
Viét hoa.

6.1 Thiét 14p Prometheus dé giam sat Python/ML
Instrument Python Code

Ta can “gin cam bién” (instrumentation) vio ting dung Python dé Prometheus c6 thé scrape metrics.
Vi du don gian:

from prometheus_client import start_http_server, Summary
import random
import time

# Metric theo d6i thdi gian xd 1y request
REQUEST_TIME = Summary (
'request_processing_seconds',
'Time spent processing request'

# Trang tri ham bang metric
OREQUEST_TIME.time()
def process_request(t):
"""Ham gid 14p x¢ 1y mdt thdi gian."""
time.sleep(t)



Al VIETNAM aivietnam.edu.vn

if __name == '_ main__"':

# M8 HTTP server expose metrics tai port 8000
start_http_server (8000)

# Sinh request gid lép
while True:
process_request (random.random())

Prometheus sé dinh ky goi téi http://<PYTHON_SERVER_IP>:8000/ dé doc metrics.

CAu hinh Prometheus

Tao file prometheus.yml:

global:
scrape_interval: 15s

scrape_configs:
- job_name: 'python'
static_configs:
- targets: ['<PYTHON_SERVER_IP>:8000']

Thay <PYTHON_SERVER_IP> bang IP hoiic hostname that.

6.2 Thiét 1ap Grafana cho dashboard & alert
Chay Grafana
Grafana cé thé chay bang Docker:

docker run -d -p 3000:3000 grafana/grafana

Truy cap: http://<GRAFANA_HOST>:3000

Thém Prometheus lam Data Source
Trong UI Grafana:
1. Vao Configuration — Data sources.
2. Thém Prometheus.

3. fnén‘UT{L:http://<PRUMETHEUS_HOST>:9090.
Tao Dashboard
Ban c¢6 thé tao cic panel nhu:

o Biéu do time-series cho request_processing_seconds.
e Gauge cho error rate.

« Béng (table) hién thi céc instance va tinh trang.
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Thiét lap Alert

Grafana cho phép dat rule:
o Néu latency p95 > 1s trong 5 phiit = giii canh béo.
« Néu error rate > 5% trong 10 phit = ping on-call.

Alert c¢6 thé giti qua email, Slack, Teams hodc tich hgp véi cdc hé thdng quan 1y su cb.

6.3 Docker hoa Prometheus & Grafana
Prometheus
Chay Prometheus bang Docker va mount file cAu hinh:

docker run -d -p 9090:9090 \
-v /path/to/prometheus.yml:/etc/prometheus/prometheus.yml \
prom/prometheus

Grafana

Nhu 6 trén:

docker run -d -p 3000:3000 grafana/grafana

Khi két hgp hai container nay (va tng dung ML ctia ban), ban da ¢ mot hé thong monitoring co
béan cho MLOps:

o Python/ML app expose metrics.
e Prometheus scrape & luu metrics.

« Grafana hién thi & alert.

7 Két luan

Trong hé sinh thai MLOps hién dai, monitoring khong con 1a “tuy chon”, ma 14 yéu ciu bt budc
néu ta muén hé théng ML van hanh 6n dinh, an toan, va dang tin cdy trong thoi gian dai.

« Céc thuc hanh monitoring tét gitip phat hién sém 16i, t6i wu chi phi va giit vitng chat lugng mo
hinh.

e Viéc theo déi diing nhém metrics (server, input, model, drift) 1a chia khoa dé hiéu hé thong thdt
sy van hanh ra sao.

e Prometheus & Grafana la bd doi 1au doi, manh mé, linh hoat cho bai toan nay.

Khi da quen véi pipeline: Instrument — Collect — Visualize — Alert, ban c6 thé mé rong thém:
e Logging vé&i Loki.

e Tracing v6i Jaeger, Tempo, v.v.

e Ty dong retrain khi drift vugt ngudng.

D6 chinh 14 con dudng tit mdt md hinh ML don 1& dén mot hé théng ML production thuc su
trudng thanh.
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